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Abstract: 

In today's rapidly evolving digital landscape, mobile networks are projected to 

account for approximately 75% of total global internet traffic by 2025, with a 

staggering number of 5.7 billion mobile users reported as of 2024. This 

dramatic growth underscores the urgent need for robust secure communication 

protocols capable of safeguarding sensitive information in transit. However, 

recent studies indicate that more than 70% of mobile communications remain 

vulnerable to various forms of cyber threats, leading to significant security 

breaches and data loss. Existing secure communication methods often struggle 

with issues such as high latency, inadequate encryption, and the inability to 

efficiently handle the vast amounts of data generated in mobile networks. 

These limitations hinder the deployment of effective security measures and 

compromise user privacy. To address these challenges, this paper proposes an 

Enhanced Secure Communication Protocol (ESCP) that integrates a pipelined 

advanced encryption system specifically designed for mobile networks. This 

approach not only optimizes encryption and decryption processes but also 

significantly reduces latency and resource consumption, ensuring a more 

secure and efficient communication framework. The proposed method 

introduces a novel approach by leveraging VLSI technology to create a 

pipelined architecture that enhances the performance of advanced encryption 

techniques. By implementing parallel processing and optimizing data flow 

within the system, the ESCP achieves faster encryption speeds while 

maintaining high security standards. This innovation facilitates real-time 

secure communication, addressing the pressing need for more efficient 

protocols in mobile networks. Additionally, the integration of hardware-based 

encryption offers improved resistance against common attacks, ensuring data 

integrity and confidentiality. The advantages of the proposed ESCP include 

significant reductions in processing time for encryption and decryption, 

enhanced security against evolving threats, lower power consumption, 

improved scalability for handling increased traffic, and better adaptability to 

various mobile network architectures. 
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1. INTRODUCTION 

 

Hybrid encryption is an approach to encoding and decoding data that blends 

the speed and convenience of a public asymmetric encryption scheme with the 

effectiveness of a private symmetric encryption scheme. Security protocols are 

the unsung heroes of our interconnected world. They provide the essential 

framework for ensuring confidentiality, integrity, and authenticity of network 

data. Without adequate security protocols, our online activities would be a 

playground for malicious actors seeking to exploit vulnerabilities. As cyber 

threats become more sophisticated, robust encryption methods 

are paramount. Hybrid cryptography combines the strengths of 

symmetric and asymmetric encryption, offering a well-rounded 

approach to data protection. This article explores why hybrid 

cryptography has become the cornerstone of modern security 

solutions. The primary purpose of this article is to shed light on the 
design and implementation of a new security protocol that harnesses 

the capabilities of hybrid cryptography algorithms. By understanding 

the principles and advantages of hybrid cryptography, readers will gain 

insights into building more resilient and secure digital systems. Hybrid 
cryptography is at the heart of modern security solutions, combining 

the strengths of symmetric and asymmetric cryptography. 

 
2. LITERATURE SURVEY 

Rajput, Gurudayal Singh, et.al [1] considered the use of cryptography in 

algorithms has seen to be safe and effective. The secret key distribution was still 

regarded as a crucial problem despite the fact that it was similar to other 

symmetric encryption schemes. 

Rajski, Janusz, Maciej Trawka, et.al [2] designed a Provided Protection on 

the integrated circuits (ICs) against hardware security threats has been tackled 

by many schemes proposed to mitigate risks associated with an unauthorized 

access and usage of ICs in general, and intellectual property (IP) cores in 

particular. 

Alatawi, Mohammed Naif, et.al [3] developed the proliferation of sensor 

networks and other Internet of Thing’s devices has prompted growing privacy 

and safety concerns. These devices have very little memory, computing 

power, and storage space. 

Peng Zhou, Yazheng Tu, et.al [4] implemented Along with National Institute 

of Standards and Technology (NIST) post-quantum cryptography (PQC) 

standardization process, lightweight PQC-related research, and development 

had also gained substantial attention from the research community. 

Althobaiti et.al [5] developed Ad-hoc networks have gained significant 

attention in the realm of communication due to the proliferation of mobile and 

IoT devices and wireless networks. 

Vidaković, et.al [6] proposed the continuous development of quantum 

computing necessitates the development of quantum-resistant cryptographic 

algorithms. In response to this demand, the National Institute of Standards and 

Technology selected standardized algorithms including Crystals-Di lithium, 

Falcon, and Sphincs+ for digital signatures. 

Feng, et.al [7] developed with the rapid development of the Internet of Things 

(IoT), device and data security has attracted huge academic attention in recent 

years since conventional security methods are barely feasible in IoT 

circumstances. 

Trujillo-Toledo, et.al [8] proposed a new medical cryptosystem based 

on four chaotic maps was presented as a case study. The message 
queuing telemetry transport (MQTT) protocol was used in this 

research to propose an end-to-end chaotic encryption technique that 

would enhance security and secrecy to the transmission of medical 
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images from any Healthcare Internet of Things (H-IoT) device connected to 

the Internet. 

Dam, et.al [9] suggested information security was a fundamental and urgent 

issue in the digital transformation era. 

Oladipupo, Esau Taiwo, et.al [10] Implemented the need to ensure the 

longevity of Wireless Sensor Networks (WSNs) and secure their 

communication had spurred various researchers to come up with various WSN 

models. 

 

 

3. PROPOSED METHODOLOGY 

Enhanced secure communication protocols with pipelined advanced 

encryption have emerged as a critical solution for ensuring robust security in 

mobile networks. As the reliance on mobile networks for communication and 

data transfer continues to grow, the need for strong encryption mechanisms 

becomes paramount. These protocols provide advanced encryption techniques 

that protect the privacy, integrity, and confidentiality of data transmitted over 

mobile networks. By leveraging pipelining, these protocols enable efficient 

and concurrent encryption and transmission of data packets, enhancing the 

overall security and performance of mobile network communication. 

Enhanced secure communication protocols address the vulnerabilities 

associated with mobile network communication by implementing advanced 

encryption algorithms. These algorithms, such as the AES, ensure that data is 

encrypted at the source device before transmission. This encryption renders the 

data unreadable and meaningless to unauthorized parties, safeguarding it from 

interception or tampering. The pipelining technique employed in these 

protocols allows for the simultaneous encryption and transmission of data 

packets, reducing latency and optimizing network performance. 

One of the key advantages of enhanced secure communication protocols is 

their ability to provide end-to-end encryption. This means that the data remains 

encrypted throughout its entire journey, from the sender to the recipient. Only 

the intended recipient possesses the necessary decryption key to access and 

decipher the encrypted data. Furthermore, these protocols often incorporate 

forward secrecy, ensuring that even if an encryption key is compromised, 

previously transmitted data remains secure. This feature enhances the overall 

security of mobile network communication and prevents unauthorized access to 

sensitive information. 

The deployment of enhanced secure communication protocols in mobile 

networks offers significant benefits in terms of data security and privacy. By 

encrypting data with advanced encryption algorithms and leveraging pipelining 

techniques, these protocols provide a robust defense against potential security 

threats. They protect against eavesdropping, data tampering, and unauthorized 

access, ensuring the confidentiality and integrity of sensitive information. In an 

era where mobile communication plays an integral role in personal and 

business interactions the implementation of enhanced secure communication 

protocols is essential for building trust and confidence among users and 

organizations relying on mobile networks. 

Pipelined AES Mechanism 

This method aims to enhance efficiency by allowing multiple operations to 

occur simultaneously, thus reducing overall processing time. The first stage of 

the pipeline is the Key Expansion stage. In AES encryption, the key expansion 

process generates a series of round keys from the original encryption key. 

These round keys are used in each round of the encryption process to modify 

the state of the data being encrypted. During key expansion, the original 

encryption key undergoes various transformations, including byte substitution, 

rotation, and mixing, to produce the round keys. This stage involves 

calculations that prepare the round keys needed for subsequent rounds of 

encryption. 

 

 

Rounds Operation 

In the process of pipelined 128-bit AES encryption, each round 

executes a series of essential operations in a carefully orchestrated 

sequence to ensure both efficiency and security. Initially, Sub Bytes 

substitutes each byte in the state matrix with a value from the S-box, 

introducing non-linearity and confusion. Following this, Shift Rows 

cyclically shifts the rows of the matrix, optimizing the effects of Sub 

Bytes across each byte in unique positions. Subsequently, Mix 

Columns combines each column via a fixed matrix transformation, 
fostering diffusion and cross-byte influence. Lastly, Add Round Key 

XORs the round key with the state matrix, further complicating the 

data and enhancing security. These operations iteratively occur for a 

set number of rounds, typically 10 for AES-128, culminating in a 
robust level of encryption. Moreover, the pipelining technique 

enhances performance by overlapping these operations across multiple 

rounds, allowing for concurrent execution and efficient use of 

resources in contemporary processors. 

Addroundkey 

AddRoundKey takes each byte and combines it with a corresponding 

byte from the encryption key. This is performed using a simple bitwise 

XOR operation, which effectively scrambles the bytes together in a 

way that's virtually impossible to reverse without the correct key. It's a 

crucial step in the encryption journey, transforming plaintext into 
ciphertext and safeguarding our most valuable secrets from 

unauthorized access. 

 

 

Fig 1:Add Round Key 

 
Shift Rows 

 
The Shift Rows step in AES is performed on the state matrix, which is 

a 4x4 matrix representing the input data. During this step, the bytes in 

each row of the state matrix are shifted cyclically to the left. The 
number of shifts applied to each row depends on the row index. The 

first row remains unchanged, the second row is shifted one position to 

the left, the third row is shifted two positions to the left, and the fourth 

row is shifted three positions to the left. 
 

Fig 2: Shift Rows 

 

 

Mix Columns 

This mixing operation involves multiplying each column by a fixed 

matrix, which sounds complex but is essentially a set of predefined 
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rules for combining the bytes in a particular way. These rules ensure 

that even a small change in the input data produces a vastly different 

output, adding an extra layer of security to the encryption process. It is 
a crucial step in the encryption dance, adding complexity and 

confusion to the mix and making it significantly harder for anyone 

without the key to unlock the secrets hidden within 
 

 
Fig 3: Mix Column 

 
Sub Bytes 

In this step each byte is substituted by another byte. It is performed 
using a lookup table also called the S-box. It's a bit like rearranging the 

letters of a word into a jumble that only those with the right key can 

unravel. By performing the Sub Bytes operation, AES-128 ensures that 

the encrypted data is thoroughly disguised, with no recognizable 
patterns or structures that might give away its secrets. It's a vital step 

in the encryption process, adding an extra layer of security and 

ensuring that our data remains safe. 

 

 

 

Fig 4: Sub Bytes 

 
Key Expansion Mechanism: The key expansion mechanism is a 

fundamental component of the AES encryption process, responsible 

for generating a set of round keys from the original encryption key. 
These round keys are used in each round of the encryption algorithm. 

The key expansion process varies depending on the chosen key length, 

which can be 128 bits. At the outset, the initial round key is derived 

directly from the original encryption key. This key serves as the 
starting point for the key expansion process. The key schedule 

generation, the core of the key expansion mechanism, follows. It 

involves creating a set of round keys from the initial round key, 

ensuring uniqueness and complexity for each round. 

The Rcon (round constant) plays a crucial role in introducing variation 

during key expansion. Derived from the Rijndael finite field, it is 
utilized to XOR with certain words during the key expansion process, 

thus enhancing security. The key expansion process consists of several 

rounds, each of which generates a new round key based on the previous 

round key. Within each round, specific operations are applied to 
transform the previous round key into the next round key. 

 

 

Fig 5: Pipelined Mechanism in AES 

 
The pipelined design of AES offers several advantages in the context 
of mobile networks. By breaking down the encryption process into 

multiple stages, AES can leverage parallel processing, thereby 

improving efficiency and speed. Additionally, the distinct stages of 

AES, coupled with the key expansion mechanism, enhance security by 
incorporating randomness, confusion, and diffusion into the 

encryption process. This robust combination of efficiency and security 

makes AES well-suited for securing data transmission in mobile 

network environments, where performance and protection are 
paramount. 

 

 
4. EXPERIMENTAL ANALYSIS 

Existing Results: 

 
Here 21551 number of LUT’s are used out of available 134600, 

which consumes 16.01% of utilization, 1792 number of FF’s are used 

out of available 269200, which consumes 0.67% of utilization, 514 

number of IO’s are used out of available 500, which consumes 

102.80% of utilization, 1 number of BUFG is used out of available 

32, which consumes 3.13% of utilization. 

 

 
Figure 1: Existing Simulation Output 

 

 
Table 1: Existing Area Output 
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Proposed Results 

Figure 2 shows the simulation outcome of proposed AES outcome. 

Figure 6.4 shows the proposed area measurements. Here 7841 number 

of LUT’s are used out of available 134600, which consumes 5.83% of 

utilization, 128 number of FF’s are used out of available 269200, 
which consumes 0.05% of utilization, 514 number of IO’s are used out 

of available 500, which consumes 102.80% of utilization, 1 number of 

BUFG is used out of available 32, which consumes 3.13% of 

utilization. 

redefine the paradigms of mobile security, ushering in a new era of 

trust and reliability. 

At its core, the enhanced secure communication protocol embodies a 

symbiosis of innovation and pragmatism, seamlessly integrating 
advanced encryption algorithms with the intricacies of mobile network 

architecture. By leveraging pipelined encryption, wherein multiple 

encryption stages operate concurrently, the protocol achieves a delicate 

balance between security and efficiency. This parallelization of 

cryptographic operations not only enhances the robustness of data 

protection but also minimizes latency and overhead, thereby ensuring 

optimal performance in resource-constrained mobile environments. 
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Figure 2: Proposed Simulation Output 

 

 

 

 

 

 

 

 

 

 
 

Table 2: Proposed Area Output 
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The proposed system brings forth substantial improvements over the 

existing system across various critical metrics. Firstly, in terms of LUT 
(Lookup Tables), there's a notable enhancement, with a 63.6% 

reduction observed from 21,551 in the existing system to 7,841 in the 

proposed one. 

 

 

 
5. CONCLUSION 

 
In the dynamic landscape of mobile networks, where the exchange of 

information occurs at unprecedented speeds, the imperative for robust 

and efficient secure communication protocols is paramount. The 

integration of pipelined advanced encryption mechanisms into mobile 
networks represents a significant leap forward in fortifying the 

integrity and confidentiality of data transmission. Through the fusion 

of cutting-edge encryption techniques with streamlined 

communication protocols, this enhanced framework promises to 
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